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(TS/ /S I / /REL) M H S L e v e r a g e s X K E Y S C O R E D e e p - D i v e P a c k e t A n a l y s i s to I d e n t i f y F e a s i b i l i t y o f Q U A N T U M A g a i n s t Y a h o o a n d H o t m a i l 

(TS/ /SI / /REL) Au tomated deep packet analys is of Yahoo and Hotmail providers gives keen insight into the potential success of Q U A N T U M T H E O R Y exploitat ion against these services. 

(TS/ /SI / /REL) Q U A N T U M T H E O R Y is a set of CNO man-on-the-side capabi l i t ies that involves real-time packet inject in response to passive col lect ion of target communica t ions . Q U A N T U M T H E O R Y 

inspects each packet , one at a t ime, for a set of keywords that determine if the packet originated from a C N E target and if a modified response to that packet might result in exploitat ion of the client 

computer Because each packet is inspected individually, if keywords occur across packet boundaries the Q U A N T U M T H E O R Y technique will not t ip the SIGINT s y s t e m to attempt exploitat ion of a 

cl ient. A s HTTP headers and the size of cook ies grows, the l ikelihood of all keywords occurr ing within a single packet reduces. M H S analys ts , in col laboration with X K E Y S C O R E and the ROC, 

product ized DRAGGABLEKITTEN, an X K E Y S C O R E Map/Reduce analyt ic that leverages the packets col lected and made accessib le to analyt ics by X K E Y S C O R E D E E P D I V E sys tems . 

D R A G G A B L E K I T T E N identifies the Q U A N T U M T H E O R Y keywords in a packet capture and generates stat is t ics for each service (current ly Hotmail and Yahoo) to determine how often all of the 

keywords occur within a single packet . This would not have been possible without X K E Y S C O R E providing a platform for analysis to mass-dep loy packet-level processing. Approx imate ly 50% of 

Hotmail and 90% of Yahoo sess ions contain the keywords necessary within a single packet to be targeted by Q U A N T U M T H E O R Y 
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