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(TS//SI//REL) Intelligently filtering your data 
Brazil and Mexico case studies

E H

?8f nm im m m t ra bi* m. tus an; mb



T O P  SECR E T //C O M IN T //R E L  T O  USA, G BR , A U S , CA N , NZL

(U) Classification

This presentation is classified 
TOP SECRET//CO M INT//REL TO USA, AUS, CAN, GBR, NZL

T O P  SECR E T //C O M IN T //R E L  T O  USA, G BR , A U S , CA N , NZL



TOP SECRET//COMINT//REL TO USA, GBR, AUS, CAN, NZL

(U) The benefits

□ (S//REL) Extracts from the full collection of 
data the activity most relevant to the selectors 
of interest
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(U) The benefits

□ (S//REL) Allows the analyst to implement 
analytics that

□Are customized to their needs on a target-by-target 
basis
□Could not or should not be run against all collection 
□Might find a needle in a haystack in an repeatable 
and efficient way
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(U) Contact Graphs

□(U) A graph is a set of objects (nodes, vertices)
connected by links (edges).
o(U) Graphs are a useful way of visualizing and
analyzing the structure of communication
networks
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(U) Hops

□(U) We may build a 1-hop graph by selecting all 
vertices connected to a root node 
□(U) A 1.5-hop graph contains all vertices connected to 
a root node and all connections between those vertices
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(U) applications in target development
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(U//FOUO) S2C41 surge effort

(TS//SI//REL) NSA's Mexico Leadership Team (S2C41) conducted a two- 
week target development surge effort against one of Mexico's leading 
presidential candidates, Enrique Pena Nieto, and nine of his close 
associates. Nieto is considered by most political pundits to be the likely 
winner of the 2012 Mexican presidential elections which are to be held 
in July 2012. SATC leveraged graph analysis in the development 
surge's target development effort.
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(U) One-Time Work

(TS//SI//REL)
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(U) Results

□(S//SI//REL)85489 Text messages 
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(U//FOUO) S2C42 surge effort 

(U) Goal

(TS//SI//REL) An increased understanding of the 
communication methods and associated selectors of 
Brazilian President Dilma Rousseff and her key advisers.
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(U) One-Time Work

(TS//SI//REL)

Seeds 2-hop Contact graph
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(U//FOUO) S2C42 surge effort
(T S//SI//R E L )
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(U) Conclusion

□(S//REL) Contact graph-enhanced filtering is a 
simple yet effective technique, which may allow 
you to find previously unobtainable results and 
empower analytic discovery 
□(TS//SI//REL) Teaming with S2C, SATC was able 
to successfully apply this technique against high- 
profile, OPSEC-savvy Brazilian and Mexican 
targets.
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Geopolitical Trends: Global Drivers
( S /  / REL) G c o p o li t  ic .d  T re n d  d r iv e r* :

• S tre * * o r* to  R e g io n a l  S t a b i l i ty /R i t e  o f  N e w  A c to r* .

•  Brazil andT urkcv em erge on tl>e global stage. M exico is stressed and on ou r bo rder. A rab Spring continues, the global "youth 
bulge’ cau ies disaffection am ong youths w ho  cannot find em ploym ent.
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Geopolitical Trends: Key Challenges

(S//REDTransnational Issues (S//RED Nation-State Issues

Friends, Enemies, or Problems?

•  Brazil, E gypt, Ind ia, Iran , M cxieo, 
Saudi A rabia , Som alia , Sudan , 
T urkcv,Y em en, and  o th e rs.



D Y N A M IC  PAGE H IG H E ST PO SSIB LE CLA SSIFIC A TIO N  IS 
T O P  SEC R ET // SI /  TK  // R EL T O  U SA  A U S C A N  G B R  N ZL
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•  W eb search
•  A gency-all Em ails
•  SID -all Em ails
•  N SA  R olodex
•  SCQAW K: The S ID  M ailbag
•  S ID today Blog
•  S ID today Series
•  SIG IN T W orldw ide VTC

• S ID today A rticle
•  Letter to  the Editor
•  SIGINT-y Social M edia Page

(C ) T he In te rn a t io n a l  Secu ri ty  Issues B u ild -O u t 
>M

G lobal C apabilities M anager. ISI (S2C )
Run D ate: 05 /17/2006

(C ) A s the A nalysis & Production  M ission Build  O ut 
S trategy w as o rig inally  env isioned. International 
Security  Issues (IS I) m ission w as to rem ain  prim arily 
based in W ashington. H ow ever, as o ther product line 
m ission p lans began to  m ature, opportunities for ISI 
to expand its m ission capab ilities opened. P lanning is 
underw ay that w ill involve ISI participation  in  bu ild 
ou t activ ities w ith N SA /C SS G eorgia . NSA /C SS 
H aw aii. N SA /C SS Texas and  the European Security  
C om m and. The ISI m ission is  further extended by  its 
re la tionships w ith F6 and  Second and  T hird  Party 
foreign partners that provide valuable analytic 
insights as w ell as their technical capabilities.

(U) N SA  W a sh in g to n  M ission

(U) R eg io n al

(TS //S I) ISI is responsib le for 13 individual nation 
states in three continents. O ne significant tie that 
b inds all these countries together is their im poitance 
to U .S . econom ic, trade, and defense concerns. The 
W estern Europe and  Strategic Partnerships div ision  
p rim arily  focuses on  foreign policy  and  trade 
activ ities o f  B elgium . France. G erm any. Italy, and 
S pain, a s w ell a s B razil. Japan  and  M exico. The 
d iv ision  reporting a lso  provides som e key 
in telligence on m ilitary  and in telligence activ ities in 
som e o f  these countries. The A egean and U kraine 
div ision  w orks all aspec ts o f  tire Turkish target - 
d ip lom atic, governm ental/leadership , m ilitary  and 
in telligence.

(S) B u ild -O u t S u p p o r t  to  C o u n te r te r ro r ism  a n d  
C o m b a tin g  P ro life ra tio n

(S//S I) Today. ISI is  actively  partnering w ith the 
C om bating Proliferation  (CP. S2G) and 
C ounterterrorism  (C T. S 2I) product lines to 
incorporate financial in telligence analysis in to  their 
m ission build-out p lans. The idea is to  integrate 
financial analysis w ith traditional target effo rts as 
opposed to  w orking the target from  tw o  separate 
perspectives, a s is done in  N SA  W ashington. ISI's 
long-term  goal is to  in troduce financial analysis as 
p a n  o f  the Intelligence A nalysis curriculum  so  any 
target can  be en riched w ith  the use  o f  financial 
in telligence. The first C P  FTM -trained analyst arrives 
at N SA  Texas in June. N SA  H aw aii's  C T  effort has 
several analysts w ho  partner w ith FTM  on select 
Southeast A sia countertenrorism  targets.

(U //FO U O ) N SA  Texas

C om m ents/Suggestions about th is article?

"(LV /FOU O ) S ID to d ay  a r tic le s  m a y  no t be 
re p u b lish e d  o r  re p o s te d  o u ts id e  N S A N et w ith ou t 

th e  c o n sen t o f  S0121 (D L s id  co m m si."
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